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Quantum Communications

Quantum Communications is the art of
sharing quantum states between distant

partners.




QuantumManifesto

A New Era of Technology May 2016
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Cryptographic use of Quantum
Communications

general scheme of secure comms
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Quantum Key Distribution Scheme
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Essence of Quantum
Key Distribution

Quantum key distribution (QKD), the best-known
application of quantum cryptography, promises to
achieve the Holy Grail of cryptography —
unconditional security in communication.

H-K Lo et al. Secure quantum key distribution Nat. Phot. 8 595 (2014)
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Q Comms: Establishing correlations by
measuring photon observables




Essence of Quantum
Key Distribution

1. the exchange of akey is based on private
correlations between Alice and Bob

2. such correlation is realized by quantum
communications using random choice of states

3. the privacy is based on the Law of Physics

no cloning theorem
2. measurement of a superposition states

4. if a third party tap the channel, Eve the
eavesdropper, eg she measures the photon stream
and resend the observed results, she infroduce errors
due to base wrong guess

5. such errors and the non-ideality of the device are
eliminated using the methods of Information Theory

6. the resulting key is private and random

—
.

H-K Lo et al. Secure quantum key distribution Nat. Phot. 8 595 (2014)



QKD Protocol using photons

Practical example: Bennett and Brassard 1984

B4 photon states:
B Two orthogonal polarization states
® Two non-orthogonal reference frames

Emitter bit value 0 1 1 )] 1 () [l 1

Emitter photon souce :E E= f\% é}’—" % 687 m =P
Recerver filler orientation @ @ @ @
Recerver photan detector ﬂ\\] &= ]ﬁ ﬂjﬁ % :E m %

Receiver bit value | | 0 0 | 0 0 1

Sified key : 1 - 0 1 - 0



QKD Protocol using photons

steps of BB84:
1. quantum communications

2. sifting - selection of the true correlation

3. error estimate
4, error correction

5.  privacy amplification
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QKD Protocol using photons

trend of key exchange rate with distance (losses)

Key creation rate

Distance



QKD Protocol using photons

first realization of BB84 protocol, in 1992

320 mm of QKD link

C. Bennett et al. Experimental quantum cryptography. J. Cryptol. 5, 3-28 (1992)



QKD using discrete components
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H-K Lo et al. Secure quantum key distribution Nat. Phot. 8 595 (2014)



_ QKD Protocol using photons
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E. Diamanti et al. Practical challenges in quantum key distribution
npj Quantum Infor. 2 16025 (2016)
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E. Diamanti et al. Practical challenges in quantum key distribution
npj Quantum Infor. 2 16025 (2016)



QKD fiber commercial devices




China devices for key distribution
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QKD networking

QKD networks have been deployed in
nh | the USA, Austria, Switzerland,
China and Japan

Italy has the national QKD backbone
inifiative

the scope is to join locations using
N, L/ trusted nodes

H-K Lo et al. Secure quantum key distribution Nat. Phot. 8 595 (2014)



Chinese QKD networking
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Chinese QKD networking
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QKD single photon detectors

bias -
capacitive
APD é 'g signal  gelf.differencing circuit

/ delay \
| ®) '
i ST 0
50 Q holon 'i output
= signal divider differencer

E. Diamanti et al. Practical challenges in quantum key distribution
npj Quantum Infor. 2 16025 (2016)



QKD device hacking
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Quantum Communications in Space

B Quantum Communications: faithful sharing of qubits
between separate correspondents

B Test for the Principles of Quantum Physics in a new context

® Massless Probe from a moving terminal, along a channels
where Relativistic effects may be revealed using quantum
interferometry, polarization, etc.

B Space QC: demonstration of protocols for secure
communications such as quantum-key-distribution (QKD)
and quantum teleportation along

B satellite-to-ground or

M intersatellite links.

Our knowledge is ultimately restricted by the
boundaries of what we have explored by direct
observation or experiment.
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Scenario opportunities in
Space Q-Comms

B LEO orbits
B rapid passages - large coverage — small payloads
B secure communications (QKD - encryption of data)
B fundamental test of Quantum Physics (Bell’s test)

B GEO orbits
B |arge optical aperture
B securing data relay
B precise test of interplay of Gravity and Quantum Physics

® Intersat links and deep space missions
B exploring the limits of quantum correlations
B interconnession of atomic clocks



Investigation of QC along space
channel without active satellite

B Orbiting retroreflectors may be used in a two-way link with a single telescope on

ground ‘e T,
| FQ oot 4 g

B They may preserve g ", *'
= . . et ' ” ,n
the polarization state g ) ' ” /

B the 1'emporc|| coherence Laser- 'ill'{jllg Salellite ‘,, ” ; |'
o , | S

B The channel transfer function is modeled according to: Single-pholon : /” -
B diffraction losses, channel ™~~_ ¢ |} [

B atmospheric absorption, Retroreflected beam | pf / ,:

B wavefront degradation due to turbulence 1 ’/' ]

B reflectivity of the retroreflector _.' l /,/ !
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Corner-cube retroreflectos




The ground station:
Matera ASI-MLRO

B Giuseppe Colombo Space
Geodesy Centre of Italian Space
Agency - Matera Laser Ranging
Observatory (MLRO)

B Director Dr. Giuseppe Bianco
President of ILRS

B World highest accuracy in SLR:
mm-level for about 107 m range

B Accurate lunar ranging




Launched laser pulses

30.43181

, Satellite range

30.4314| . 1
.
30.4312} O 4
.
30431} * 4
.

L 0.056
30.4308 1 . 1 \
. “\
30.4306 - .- 4 \
L
Lt .054 ~\

0.058

30.4304}- 7] \
] \\
soas02l L . . . . . i o ~
4.9315 4.9315 4.9316 4.9317 4.9317 4.9318 4.9318 4.9318 4.9319 g) O g Z
x 10° LA ~

Instrumental offset N .

O'07 0 7400 7600 7800 80(t)i?ne82500 8400 8600 8800 9000
Detector clics vs. time

4.8496

Scheme for the
search of the returns

4.8494

4.8492

4.849

4.8488

b e
L L L s L L L H
3.3462 3.3464 3.3466 3.3468 3.347 3.3472 3.3474 3.3476 3.3478
4
x 10



Single-photon link with Ajisai

A peak of 5 cps was observed at

D=0 above the background. 5()-
M + 50
The peak height exceeds 4 times
the rms of the background. 40 | M+ 4o
M + 30
Total losses are of -157 dB.
~ M+ 2¢
In the downlink channel, u i | | M+a
= 0.4, and so clearly in the ] (1 : ot P
single-photon regime. DT PRI SN v
T |
DCR = 17 kHz X p(click) 3 104 | |
per pulse. |

-500 0 200

Integration 5 s
T D=t -1y
Bin-size 5 ns i
FOV 30”

Filter 10 nm BW

P. Villoresi et al. New J. Phys. 10 033038 (2008)



Single passage of LARETS

Orbit height 690 km - spherical brass body
24 cm in diameter, 23 kg mass,
60 cube corner retroreflectors (CCR)

Metallic coating on CCR Apr 101, 2014, start 4:40 am CEST
Time (s)
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G. Vallone et al, Physical Review Letters, 115 040502, 2015



Non polarization
maintaining CCR
Polarization QComm
not possible

QBER

Polarization
maintaining CCR

Polarization QComm

with QBER compatible
with applications

Demonsiration of stable QBER over
extended link duration

With LARETS u=1.1 and QBER 1.2%

G. Vallone et al, Physical Review Letters, 115 040502, 2015

N ——

Ajisai

1

100 Qg 10.5+0.T'A Jascr— 1016881,
J 10.5=0.7 f=(3164200" ns
e e
0
Jason-2
Haee=1.6£001
f=(110£10)cps
Zu II g
S o 5 5K
(3]
oc :
Lare;
530 Q=1 s face=1.1£0.1
— 20 f=(153+12)cps
po 10
D t ¥ 3
=
E 30 Starlette
Q 1.2 fae=3.04+072
g 20 Q,=3.4%1.1 f=(430421)cps
S0 f
L7}
o %
o
30 Q.=6.8+2.5 o Jace=1.64£0.1
o} Qn=5-042.2 I{ f=(1914£14)cps
10 II II H H
%

Elapsed time (s)

2 o L

30



A
g\PS Jounals - Physics PhysicsCentral APS News
physics

- N
_
PhySICS ABOUT BROWSE JOURNALISTS

Qubitsin Spac

PRORoes hirwe Dotn widd © So0urtty Lrdfciered

H i g h li g h ts Of t h e Ye ar degradng 3¢ Sotelie 0 Carth ks ght swor open v e e

Quantum commuenication Resssst hers from the Unbvnuty of Paddus andthe Matew Lavwr Reging

Cowalnry vl in i1 ady Aernanrnn 200 Tha sy dhars o

QUINTLM PIOPOLICS Cven M

O 3 1ound 1P e S20005005 LOCALEAMONe Than one thousand il

r

Decenber L8, 2015 « Fhysics 8, 126

Iway hom Earth(see Viewpoint: Sending Quantum Messages Through Spacel. The authoren
QUOITE N INE POCCONS DOMITATION NG MANT 1IN 0O AV LTS TN DMUSACIC T I DEX O LAY N

Ber the long posrnwy, Sferert Qubt states sould be dalinguawd rebably encugh for viable guantum

Physics picks its favorite staries from 2015, e

As 2015 drzws to a cloce, welook back on the research covered in Physics that really mzde wives in and beyond the

physics community

Wishing everyone an eccellent 2015.

~The Editors



Single Photon exchange:
from LEO to MEO

Demonstration of the detection of photon from the
satellite which, according to the radar equation, is
emitting a single photon per pulse from a

Medium-Earth-Orbit MEO satellite.

3620 km

D. Dequal et al. Experimental single phofon exchange along a
space link of 7000 km, PRA Rapid Comm 93 010301, 2016.



QComms exploifing
temporal modes of light

B Quantum interference arising from superposition of states is a striking
evidence of the validity of Quantum Mechanics, confirmed in many
experiments and also exploited in applications.

B We aim to the single-photon interference at a ground station due to the
coherent superposition of two temporal modes reflected by a rapidly
moving satellite thousand kilometers away.
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Evidence of the inferference

Constructive
interference

' Y ' T

Destructive
intarference
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Physical Review Letters 116 253601 2016
arXiv:1509.07855 (2015)
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G. Vallone et al. Inferference at the
Single Photon Level Along Satellite-
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Step forward in Space QCommes: inquiring the
wave-particle duality along a Space channel
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F. Vedovato et al. - Science Adv. 3e1701180 (2017)



QMemories are crucial
tools for QComms!

Prof. Eden Figueroa Group @ Stony Brook University

87Rb vapor at room temperature — 795 nm
Based on electromagnetically induced transparency (EIT)

Control and writing beams separated by 6.835 GHz

ControlFeld  BD

Telescooe 2 Quantum Memory Module
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Rb memory for a free-space generic qbit

Use of the memory with an input with y=1.6 photon ,: . [H=F=02%| [V>F=92% |D{F=00% |A>F=93%
Trasmissivity for probe beam 4.5% 2 ‘
Rejection of control beam 130 dB g 4o
o
a
QBER analysis: <1% for y~100 ph %mo
<13% for p~ 1.6 ph £

->need to upgrade the noise rejection

->very good performance in the state storage & o 25 GSTHW,'“,I!GS 145
reading o
12
3
4
I
©
c
ST | —
O ¢c2 04 05 0B 1 12 14 86 18 2
« at Memory mocule
o) FIG. 5. Tlmalow-noise quantm-memory aperation. (2) Noise
oot St e reduction by introducing an auxiliary field;, the interaction
i e hetween dark-state polaritons creates a backgronnd-free region.
& s/
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M. Namazi et al, arXiv:1609.08676, Phis. Rev. Applied 8, 064013 (2017)



Randomness is an invaluable resource for
cryptography....
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Android random number tlaws
implicated in Bitcoin thefts
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NSA 'altered random-number generator’

(3 1| Septernber 203 Tecwology < Share

US infelligence agency the NSA subveried a standards process o be able to ] ¥
break encryption more easily, according tc leaked documents.

It hadd written 2 tlaw b2 A tatdom-number Jereraky hat anud allow e aganty o
predci e cutzome of e ogonthm, the New York [imea repontcd.

but it can completely compromise security.

QRNG Slides prepared by Marco Avesani @ UniPD



Semi-Device-Independent QRNG @ UniPD
Speed and security combined

Variopys

Hybrid approach, we trust only one part of the device, the measurement.
However it is monitored in real-time to check for anomalies.

The source is untrusted and can be even controlled by the attacker.

Can offer security and speed at the same time:

2880 It is able to generate more than 17 Gbps of
sl secure and private random numbers

ST



Our approach: future perspective

Our setup has been designed to be scalable, and modern integrated
optics technologies offer a way for an all-chip solution.

That would make it suitable for an entire new class of
portable devices



QRNG as a new resource for the current crypto
infrastructure

Quantum technologies are completely compatible with the current
infrastructure that do not necessary compete with today’s solution

They can be thought as a new and powerful resource, that can be
added on top of current implementations, adding another layer of
security.

PRNG

XOR —p RaNndom

QRNG

In the specific example of random numbers, a QRNG
can be directly inserted in a standard system that
uses a PRNG.

Xoring the two will never decrease the randomness
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need 10 ks 0 J0Ccun! fimte-5i2e effedts. Our devicy cambBings simplicRy, Jltrafast-rares asd wgy seCunty with low «os!

COMPONSMS, puvirg the way 1o new pracica solutihns for rasdom unber gene'ation

A ample ( 1GB) of the generated sandom number can be found at his link | B } q
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1.5 m telescope with millimeter resolution in Satellite Laser Ranging.

Collaboration of QuantumFuture Research Group of Un
ASI| Matera Laser Ranging Observatory, since 2003.
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On this Manifesto, the European Commission announced the launch a €1 billion flagship-scale
initiative in Quantum Technology QUTE-F, starting in early 2018.
It is endorsed by a broad community of industries, research institutes and scientists in Europe.

Quantum Technology Flagship is a

* T:n.-g; * Mission, as fostered in the Lamy Report
e Missions, or “moon shots”, should
* o, x have a breakthrough or
: fransformative potential for science,
Innovation 5 .
— » — — technology, industry or society.
—— — h—o Lamy Report 2017
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nvesting in the EUF‘)FCJF
future we want

Lierments of o bwropean programme in quanivm ledhing'cgies,



Quantum Technologies in ltaly




Conclusions.. so far

QKD is now a commodity, on ground
The frontier of Space Quantum Communications
has been opened.

QC from a satellite transmitter to the Earth was experimentally
demonstrated as feasible using
polarization coding — over 2000 km
and time-bins coding - over 5000 km
and the single-ph. exchange for LEO and MEO

Very successful demonstrations have paved the way to applications on
the global scale

Italian backbone and Space network is forming..

T there is a Lot ko be done

I gebt hvolved!!



